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tcpdump

• tcpdump 是一个运行在命令行的嗅探工具

• 支持BPF过滤规则
• 借助对网络层、协议、主机、网络或端口的过滤，并提供and、or、not
等逻辑语句来去掉无用的信息



tcpdump

• 常用选项：
• -i 指定网卡接口，any 表示所有接口
• -s 指定嗅探报文长度
• -n,-nn 禁止将字段解析为主机名、协议端口名
• -e 打印二层MAC地址
• -w 将捕获协议报文记录至文件
• -c 捕获N个报文即停止
• -v,-vv,-vvv 显示详细协议报文解析输出

例：tcpdump -i eth0 -s0 -w /tmp/1.pcap udp port 67 or udp port 68



BPF 过滤规则

• 过滤规则语法
• 原语

• 类型

• host, net, port, portrange

• 方向

• src, dst, src or dst, src and dst

• 协议

• ether, fddi, tr, wlan, ip, ip6, arp, rarp, decnet, tcp, udp

• 逻辑操作
• and, or, not 或 &&, ||, !

• (, )

https://www.tcpdump.org/manpages/pcap-filter.7.html

https://www.tcpdump.org/manpages/pcap-filter.7.html


BPF 过滤规则

•示例
• dst host <host>

• src host <host>

• dst net <net>

• dst port <port>

• udp port 67 or udp port 68

• tcp port 23 and host 10.0.0.5



BPF 过滤规则

• 复杂表达式
expr relop expr

• 算术支持
>, <, >=, <=, =, !=

• 位操作
+, -, *, /, %, &, |, ^, <<, >>

• proto 语法
proto [ expr : size ]
• proto：

• ether, fddi, tr, wlan, ppp, slip, link, ip, arp, rarp, tcp, udp, icmp, ip6 or radio

• expr :
• 相对 proto 指定协议起始位置的偏移量offset, 从0起始

• size :
• 取值大小，1、2、4字节，默认1字节



BPF 过滤规则

• 示例
• ether[0] & 1 != 0

• ip[0] & 0xf != 5

• ip[6:2] & 0x1fff = 0

• tcp[tcpflags] & (tcp-rst|tcp-ack) == (tcp-rst|tcp-ack)

• ((port 67 or port 68) and (udp[38:4] = 0x3e0ccf08))

• ((port 67 or port 68) and (udp[32:4] = 0x0ACF0001))



wireshark

• Wireshark前身为Ethereal

• 免费开源

• 提供tcpdump没有的GUI

• 兼容PCAP记录文件格式

https://www.wireshark.org/#download

https://www.wireshark.org/#download


Interface AIX FreeBSD HP-UX Irix Linux macOS NetBSD OpenBSD Solaris
Tru64 
UNIX

Windows

ATM ❔ ❔ ❔ ❔ ✅ ❌ ❔ ❔ ✅ ❔ ❔

Bluetooth ❌ ❌ ❌ ❌ ✅1 ❌ ❌ ❌ ❌ ❌ ❌

CiscoHDLC ❔ ✅ ❔ ❔ ✅ ❔ ✅ ✅ ❔ ❔ ❔

Ethernet ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅

FDDI ❔ ❔ ❔ ❔ ✅ ❌ ❔ ❔ ✅ ❔ ❔

FrameRelay ❔ ❔ ❌ ❌ ✅ ❌ ❔ ❔ ❌ ❌ ❌

IrDA ❌ ❌ ❌ ❌ ✅ ❌ ❌ ❌ ❌ ❌ ❌

PPP2 ❔ ❔ ❔ ❔ ✅ ✅ ❔ ❔ ❌ ❔ ✅

TokenRing ✅ ✅ ❔ ❌ ✅ ❌ ✅ ✅ ✅ ❔ ✅

USB ❌ ❌ ❌ ❌ ✅3 ❌ ❌ ❌ ❌ ❌ ❌

WLAN4 ❔ ✅ ❔ ❔ ✅ ✅ ✅ ✅ ❔ ❔ ✅

Loopback (virtual) ❔ ✅ ❌ ❔ ✅ ✅ ✅ ✅ ❌ ✅ N/A5

VLAN Tags (virtual) ✅ ✅ ✅ ❔ ✅ ✅ ✅ ✅ ✅ ✅ ✅

https://gitlab.com/wireshark/wireshark/-/wikis/CaptureSetup/NetworkMedia

file://///wireshark/wireshark/-/wikis/CaptureSetup/ATM
file://///wireshark/wireshark/-/wikis/CaptureSetup/Bluetooth
file://///wireshark/wireshark/-/wikis/CaptureSetup/CiscoHDLC
file://///wireshark/wireshark/-/wikis/CaptureSetup/Ethernet
file://///wireshark/wireshark/-/wikis/CaptureSetup/FrameRelay
file://///wireshark/wireshark/-/wikis/CaptureSetup/IrDA
file://///wireshark/wireshark/-/wikis/CaptureSetup/PPP
file://///wireshark/wireshark/-/wikis/CaptureSetup/TokenRing
file://///wireshark/wireshark/-/wikis/CaptureSetup/USB
file://///wireshark/wireshark/-/wikis/CaptureSetup/WLAN
file://///wireshark/wireshark/-/wikis/CaptureSetup/Loopback
file://///wireshark/wireshark/-/wikis/CaptureSetup/VLAN
https://gitlab.com/wireshark/wireshark/-/wikis/CaptureSetup/NetworkMedia


主界面

Ctrl+. 移动到TCP、UDP 会话下一包

Ctrl+, 移动到 TCP、UDP 会话上一包

报文时间戳显示调整：
ViewTime Display format



报文详情窗格

• 中括号标注的是分析用字段，非实际报文中的字段

• 如有链接，点击可跳转到关联报文



Capture Filter

• 捕包
• CaptureOptionsStart

• Capture filter
• 使用tcpdump/pcap相同的 BPF过滤规则语法



Display Filter

• 分析
• display filter

• 手写表达式
• bootp

• bootp.hw.mac_addr == 00:50:56:80:bd:c2

• bootp.ip.relay == 10.207.0.1

• Display Filter Expression向导
• AnalyzeDisplay Filter Expression

• 选择需要过滤的字段
• 右键Apply as Filter



Display Filter

• 比较操作符
• eq, == 

• Equal 

• ne, != 
• Not Equal 

• gt, > 
• Greater Than 

• lt, < 
• Less Than 

• ge, >= 
• Greater than or Equal to 

• le, <= 
• Less than or Equal to

• 例
• ip.addr==192.168.0.1
• frame.len<=128

• 比较
• ip.addr!=192.168.0.1
• !(ip.addr==192.168.0.1)

协议字段语法
• expr relop expr

• 表达式支持圆括号

• 协议字段引用
• protocol.feature.subfeature

• 逻辑操作符
• and, && 

• Logical AND 
• or, || 

• Logical OR not, 
• ! 

• Logical NOT



Display Filter

• 匹配操作符
• contains

• 字符串匹配

• matches, ~
• 正则匹配（Perl 语法）

• 例
• http contains "wireshark.org”

• wsp.user_agent matches "cldc"



Display Filter

• 函数
• upper

• 转换大写

• lower
• 转换小写

• len
• 字符串长度

• count
• 计算次数

• string
• 转换为字符串

• 例
• lower(http.server) contains "apache”

• len(http.request.uri) > 100

• count(ip.addr) > 2

• string(frame.number) matches "[13579]$”

• string(ip.dst) matches "^172\.(1[6-9]|2[0-9]|3[0-1])\..{1,3}\.255"



Display Filter

• slice操作符
• proto[offset:len]

• 提取 proto 协议/字段从 offset 开始的 len 长
度字节

• [i:j] 
• i = start_offset, j = length 

• [i-j] 
• i = start_offset, j = end_offset, 

inclusive. 

• [i] 
• i = start_offset, length = 1 

• [:j] 
• start_offset = 0, length = j 

• [i:] 
• start_offset = i, end_offset = 

end_of_field

• offset 为负时，表示从字段结尾倒数计算
• offset 支持半角逗号组合

• 例
• eth.src[0:3] == 00:00:83

• http.content_type[0:4] == "text”

• ftp[1,3-5,9:] == 
01:03:04:05:09:0a:0b



Display Filter

• in操作符
• in { }

• ..
• 指定连续范围

• 例
• tcp.port in {80 443 8080} 

• http.request.method in {"HEAD" "GET"}

• tcp.port in {443 4430..4434}

https://www.wireshark.org/docs/man-pages/wireshark-filter.html
https://www.wireshark.org/docs/dfref/
https://perldoc.perl.org/perlre.html

https://www.wireshark.org/docs/man-pages/wireshark-filter.html
https://www.wireshark.org/docs/dfref/
https://perldoc.perl.org/perlre.html


Display Filter



Display Filter



Statistics

• StatisticsConversations

• StatisticsProtocol Hierarchy



Statistics

• StatisticsFlow Graph



Decode As

• 用 Decode As 选择解析协议



Follow protocol streams



防火墙规则工具

• ToolsFirewall ACL Rules



Offload

• xOffload
• Linux

• for i in rx tx sg tso ufo gso gro lro; \

do ethtool -K eth0 $i off; done

• Windows
• 网卡属性网络配置高级
校验和卸载设置.

• TCP Chimney
• Windows

• netsh int ip set chimney disabled

https://gitlab.com/wireshark/wireshark/-/wikis/CaptureSetup/Offloading

https://gitlab.com/wireshark/wireshark/-/wikis/CaptureSetup/Offloading


Offload

• 或者关闭 wireshark 校验和检查
• 属性协议TCP/UDP

• 取消「Validate the TCP/UDP checksum if possible」



https

• SSLKEYLOGFILE=/tmp/a.key
• 记录 SSL/TLS 密钥



https

• 属性协议TLS(Pre)-Master-Secret log filename

https://wiki.wireshark.org/TLS

https://wiki.wireshark.org/TLS


SMTP黑名单



武汉某高校实例分析

• 现象：
• DHCP部署及上线测试正常
• 开学后，大量用户反映无法获取IP地址
• 检查服务器报文收发正常

• 分析：
• DHCP服务器报文收发正常，前期部署测试验证正常
• 抓包分析中继上联口确认中继对服务器收发功能正常
• 抓包分析中继下联口确认中继对客户端收发功能正常



武汉某高校实例分析

14:59:50.902954 IP (tos 0x0, ttl 62, id 34117, offset 0, flags [none], proto UDP (17), length 328)
10.183.255.254.bootps > 172.31.1.7.bootps: [udp sum ok] BOOTP/DHCP, Request from 34:36:3b:67:c5:7a (oui Unknown), length 300, hops 1, xid 0xbbb03120, secs 44, 

Flags [none] (0x0000)
14:59:50.903135 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto UDP (17), length 328)

172.31.1.7.bootps > 10.183.255.254.bootps: [bad udp cksum 8c20!] BOOTP/DHCP, Reply, length 300, hops 1, xid 0xbbb03120, secs 44, Flags [none] (0x0000)
14:59:51.910102 IP (tos 0x0, ttl 62, id 36909, offset 0, flags [none], proto UDP (17), length 328)

10.183.255.254.bootps > 172.31.1.7.bootps: [udp sum ok] BOOTP/DHCP, Request from 34:36:3b:67:c5:7a (oui Unknown), length 300, hops 1, xid 0xbbb03120, secs 45, 
Flags [none] (0x0000)
14:59:51.910255 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto UDP (17), length 328)

172.31.1.7.bootps > 10.183.255.254.bootps: [bad udp cksum 8b21!] BOOTP/DHCP, Reply, length 300, hops 1, xid 0xbbb03120, secs 45, Flags [none] (0x0000)
14:59:53.973644 IP (tos 0x0, ttl 62, id 42475, offset 0, flags [none], proto UDP (17), length 328)

10.183.255.254.bootps > 172.31.1.7.bootps: [udp sum ok] BOOTP/DHCP, Request from 34:36:3b:67:c5:7a (oui Unknown), length 300, hops 1, xid 0xbbb03120, secs 47, 
Flags [none] (0x0000)
14:59:53.973816 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto UDP (17), length 328)

172.31.1.7.bootps > 10.183.255.254.bootps: [bad udp cksum 8923!] BOOTP/DHCP, Reply, length 300, hops 1, xid 0xbbb03120, secs 47, Flags [none] (0x0000)
Your-IP 10.183.3.251
Gateway-IP 10.183.255.254
Client-Ethernet-Address 34:36:3b:67:c5:7a (oui Unknown)
Vendor-rfc1048 Extensions

Magic Cookie 0x63825363
DHCP-Message Option 53, length 1: ACK
Server-ID Option 54, length 4: 172.31.1.7
Lease-Time Option 51, length 4: 2244
Subnet-Mask Option 1, length 4: 255.255.0.0
Default-Gateway Option 3, length 4: 10.183.255.254
Domain-Name-Server Option 6, length 8: 10.182.100.7,10.182.100.6
END Option 255, length 0
PAD Option 0, length 0, occurs 22

三次Request 三次ACK



武汉某高校实例分析

14:59:45.625002 IP (tos 0x0, ttl 255, id 33130, offset 0, flags [none], proto UDP (17), length 328)
0.0.0.0.bootpc > broadcasthost.bootps: [udp sum ok] BOOTP/DHCP, Request from 34:36:3b:67:c5:7a (oui Unknown), length 300, xid 0xbbb03120, secs 44, Flags [none] 

(0x0000)
14:59:46.632226 IP (tos 0x0, ttl 255, id 33131, offset 0, flags [none], proto UDP (17), length 328)

0.0.0.0.bootpc > broadcasthost.bootps: [udp sum ok] BOOTP/DHCP, Request from 34:36:3b:67:c5:7a (oui Unknown), length 300, xid 0xbbb03120, secs 45, Flags [none] 
(0x0000)
14:59:48.695767 IP (tos 0x0, ttl 255, id 33132, offset 0, flags [none], proto UDP (17), length 328)

0.0.0.0.bootpc > broadcasthost.bootps: [udp sum ok] BOOTP/DHCP, Request from 34:36:3b:67:c5:7a (oui Unknown), length 300, xid 0xbbb03120, secs 47, Flags [none] 
(0x0000)
14:59:48.699753 IP (tos 0x0, ttl 64, id 42477, offset 0, flags [none], proto UDP (17), length 328)

10.183.255.254.bootps > 10.183.3.251.bootpc: [udp sum ok] BOOTP/DHCP, Reply, length 300, hops 1, xid 0xbbb03120, secs 47, Flags [none] (0x0000)
Your-IP 10.183.3.251
Gateway-IP 10.183.255.254
Client-Ethernet-Address 34:36:3b:67:c5:7a (oui Unknown)
Vendor-rfc1048 Extensions

Magic Cookie 0x63825363
DHCP-Message Option 53, length 1: ACK
Server-ID Option 54, length 4: 172.31.1.7
Lease-Time Option 51, length 4: 2244
Subnet-Mask Option 1, length 4: 255.255.0.0
Default-Gateway Option 3, length 4: 10.183.255.254
Domain-Name-Server Option 6, length 8: 10.182.100.7,10.182.100.6
END Option 255, length 0
PAD Option 0, length 0, occurs 22

三次Request 一次ACK



武汉某高校实例分析

• 通过对中继上下行抓包分析，确认：
• 服务器所有应答报文均送达DHCP中继
• DHCP中继转发给客户端的应答报文发生丢失

• 解决：
• 核查中继设备配置（N18K），发现其默认开启nfpp功能中有dhcp-guard选项，
限制了同一MAC的DHCP报文速率为5条

• 关闭nfpp中的dhcp-guard选项：
config t
nfpp

no dhcp-guard enable
end



TCP timestamps 案例



Linux cooked capture?

• 抓包没有完整的二层帧头



10G网络线速下抓包？

• 商业硬件方案
• 使用采集卡如 Endace DAG 10X2-S 捕获全部报文
• 使用 TAP 设备过滤功能过滤报文

• 开源软件方案
• gulp

• https://github.com/jmakov/gulp

• PF_RING （免费，不满足线速捕获）
• https://www.ntop.org/get-started/download/#PF_RING

• PF_RING ZC （收费）
• https://www.ntop.org/products/packet-capture/pf_ring/pf_ring-zc-zero-copy/

https://github.com/jmakov/gulp
https://www.ntop.org/get-started/download/#PF_RING
https://www.ntop.org/get-started/download/#PF_RING
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